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High
8%

Medium
21%

Low
71%

SEVERITY
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TLP:GREEN

EATM-CERT 2022 report on cyber in aviation 
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Ransomware in aviation (global)
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2020

One/week

2021

Two/week

Out of 1.260 events

Amount of money earned monthly

Number of ransoms paid monthly

All sectors



Fraudulent websites impersonating airlines
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Israel

Austria (CERT.at)

Belgium (CERT.be)

Cyprus (CSIRT-CY)

Czech republic (CSIRT.cz)

Europe .eu (CERT-EU)

Estonia (CERT-EE)

Germany (CERT-Bund)

Ireland (CSIRT-IE) 

Israel (CERTGOVIL)

Latvia (CERT.LV)

Luxembourg (CIRCL)

Netherlands (NCSC-NL)

Poland (CERT.GOV.PL)

Portugal (CERT-PT)

Romania (CERT-RO)

Slovenia (SI-CERT)

Spain (INCIBE-CERT)

Spain (CCN-CERT)

Turkey (TR-CERT)

Aviation stakeholders

Bulgaria - BULATSA (ANSP)

Denmark - NAVIAIR (ANSP)

Europe - ECCSA (test)

France - CERT-AIRBUS A/C

France - Groupe ADP

France - DSNA

France - Cert-IST (Thales)

Germany - Lufthansa Group

Germany - Frankfurt Airport

Greece - HANSP

Hungary - HungaroControl (ANSP)

International - IATA

International - AMADEUS

Italy - Aeroporto Di Roma

Mexico - Aero Mexico Airlines

Netherlands - Schiphol Airport 

Romania - CAA-RO

Serbia - SMATSA (ANSP)

Sweden - Swedavia (airports)

Turkey - CERT-THY (Turkish Airlines)

Turkey - DHMI (ANSP)

Turkey - IGA Istanbul Airport

Turkey - Celebi Ground ops

Turkey - SGIA Airport

UK - British Airways

UK - Heathrow Airport

UK - Manchester Airport Group

NATIONAL CERT/NCSC

MISP European Energy ISAC

OT-ISAC
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