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Aircraft production and deliveries arent affected, the airplane
manufacturer said.

MAR 29, 2018

Aerosp ace Giant Embraer Downed by Suspected Airbus hit by series of cyber attacks on suppliers
 fRONY

. Ransomware
Tech Giant GE Discloses Data Breach After Service Provider Hack

March 23, 2020 05:47 PM 0

By Sergiu Gatlan

Sa{}r-:la;.'_ 12 December 2020 08:38

Dassault subsidiary in US hit by Windows Ragnar
Locker ransomware Freatre
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Home / About / SFO News / NOTICE OF DATA BREACH: March 2020

2 e i oEvELOPNG NOTICE OF DATA BREACH: March 2020

PING STORY + DEVELOPING STORY HARTSFI oR
DE .
o R L RANSOMWARE ATTACK—  STORY Clck bare for Notice Source: Hacker holding Cleveland Hopkins International

- — Airport systems hostage demands ransom via Bitcoin

April 7, 2020

TO: All Airport Commission Employees
AIRLINE NEWS

Israeli Flight Attendant Sold Access to Private ~ FoVAmert
Passenger Information and Airline Systemsin /2T Mot orbae e
Major Security Breach

PADDLE
7THJUNE 2020

EasyJet admits data of nine million
hacked

By Jane Wakefield
Technology reporter

By Paul Orlousky | April 25, 2019 at 4:20 PM EDT - Updated April 26 at 10:46 AM

©19May

European Airport Systems Infected With Monero-Mining Malware

British Airways fined £20m over data
breach

© 16 October 2020 = Technology

By Sergiu Gatlan October 17,2019 11:47 AM 0

'SITA cyber attack accesses
passenger data for multiple
airlines
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EbSite hit by EUROCONTROL
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The attacks from the network are not decreasing: Now it hits an airport service

pute" System provider and an oil logistician - this apparently can no longer fill tankers.

Russian hackers target Czech websites in a series of
cyberattacks

I
Czech railroads, regional airports, and a public administration portal have been facing cyberattacks from a pro-Russian hacker
group Killnet.

Written by CTK

Published on 20.04.2022 15:07 (updated on 21.04.2022)

Reading time: 4 minutes
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A ransomware hit and subsequent outage

N
A Cyberattack on Garmin Disrupted More Than Workouts Man hijacks Portland airport monitor to play

caused problems in the company’s aviation services, i ing flight ing and

video games, until PDX officials declare ‘game
over’
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ONLY THE UNITED STATES; JAPAN,

CHINA'S PAWN

Airline forced to cancelflightsin
Alaska after cyberattack

By Associated Press December 23, 2019 | 12:16pm

CYBERSECURITY  NEWs - 4 MIN READ

Impact of Cyber Attacks on RavnAir More
Damaging Than First Thought; Flights
May Be Grounded for a Month
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EATM-CERT 2022 report on cyber in aviation g
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g Swissport
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I A part of #Swissport’s IT infrastructure was subject o““Na‘ o
to a ransomware attack. The attack has been largely & ¥ X0 ooy
contained, and we are working actively to fully resolve
the issue as quickly as possible. Swissport regrets any

impact the incidence has had on our service delivery. \kp‘“\N\g‘\ga o e
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Israeli Defense Company E.M.L.T. Aviation *;‘,\%C\Ogea‘m\‘m‘e
4 - VS 3‘\3
Consulting Targeted by LockBit 2.0 Ransomware e

® October 4,2021 @ CIM Team

L’Ecole Nationale de I’'Aviation Civile frappée avec le

E.M.IT. Aviation Consulting Ltd, an Israeli aerospace and defense company, was targeted by the LockBit ransomware H IVe

2.0 ransomware gang. Cyber attackers claim to have stolen information from the firm and threaten to

release it on the gang's dark web leak site if the firm does not pay a ransom. L'ENAC a ete frappee, durant le week-end du 12 mars, par une cyberattaque

impliquant le ransomware Hive. Ses activités sont fortement perturbées. Une rangon
E.M.LT. Aviation Consulting Ltd came into existence in 1986. The firm has designed and assembled de 1,2 million de dollars est demandée.

Appplications et
données no13 :

complete aircraft, tactical and sub-tactical UAV systems, and portable integrated reconnaissance systems.

According to the threat intelligence firm Cyble, the ransomware gang has stolen databases containing over
&TB of data and is asking a $50M ransom:
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Ransomware in aviation (global)
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Fraudulent websites impersonating airlines
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@ Aviation stakeholders M IS P r /s European Energy ISAC z

I OT-ISAC

Bulgaria - BULATSA (ANSP)
Denmark - NAVIAIR (ANSP)
Europe - ECCSA (test)

France - CERT-AIRBUS A/C
France - Groupe ADP

France - DSNA

France - Cert-IST (Thales)
Germany - Lufthansa Group
Germany - Frankfurt Airport
Greece - HANSP

Hungary - HungaroControl (ANSP)
International - IATA
International - AMADEUS

Italy - Aeroporto Di Roma
Mexico - Aero Mexico Airlines
Netherlands - Schiphol Airport
Romania - CAA-RO

Serbia - SMATSA (ANSP)
Sweden - Swedavia (airports)

Turkey - CERT-THY (Turkish Airlines)

Turkey - DHMI (ANSP)

Turkey - IGA Istanbul Airport
Turkey - Celebi Ground ops
Turkey - SGIA Airport

UK - British Airways

UK - Heathrow Airport

UK - Manchester Airport Group

EUROCONTROL

B NATIONAL CERT/NCSC

Austria (CERT.at)
Belgium (CERT.be)
Cyprus (CSIRT-CY)
Czech republic (CSIRT.cz)
Europe .eu (CERT-EU)
Estonia (CERT-EE)
Germany (CERT-Bund)
Ireland (CSIRT-IE)
Israel (CERTGOVIL)
Latvia (CERT.LV)
Luxembourg (CIRCL)
Netherlands (NCSC-NL)
Poland (CERT.GOV.PL)
Portugal (CERT-PT)
Romania (CERT-RO)
Slovenia (SI-CERT)
Spain (INCIBE-CERT)
Spain (CCN-CERT)
Turkey (TR-CERT)
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THANK YOU

patrick. mana@eurocontrol.int

P

e\

B

11


mailto:patrick.mana@eurocontrol.int

